CLOUD COMPUTING — UNIT 4
DETAILED NOTES

Cloud Security Fundamentals & Security

Challenges

RGPV One-Night Exam Preparation Notes

UNIT-4 OVERVIEW

This unit is VERY IMPORTANT in RGPV exams because:

{74 Security questions come every year
{74 Easy theory-based unit
(74 Answers can be written long easily

{74 Diagrams + keywords give high marks
This unit mainly focuses on:

¢ Cloud Security

e Privacy

e Virtualization Security
e VM Attacks

e Trusted Cloud

e Secure Communication

e Vulnerability Assessment

(@& HOW TO STUDY THIS UNIT FAST



Remember this flow:

Cloud Data
!

Security Problems

!

Security Architecture

!

Threats & Vulnerabilities
l

VM Security
|

Secure Communication

If you remember this flow,

you can write full answers easily.

1. CLOUD SECURITY FUNDAMENTALS

Definition

Cloud Security Fundamentals are the basic principles, technologies, and methods used to protect
cloud systems, cloud data, cloud applications, and cloud infrastructure from attacks and

unauthorized access.

Easy Introduction

Cloud computing stores data on the internet instead of personal computers.

Because data is stored online,

security becomes very important.



If cloud security is weak:

e data can be stolen
e accounts can be hacked

e services can stop working

So cloud security fundamentals are needed.

Why This Topic is Important

Cloud is used everywhere:

e Banking
e Hospitals
e Colleges
¢ Google Drive

e Social Media
All these systems need strong protection.

In exams,

RGPV frequently asks:

Cloud security principles
Security challenges

VM attacks

Detailed Explanation

Cloud security mainly protects:

Security Area Meaning
Data Security Protecting stored data

Network Security Protecting communication



Security Area Meaning

Application Security Protecting cloud software
User Authentication Verifying users
Access Control Giving limited permissions

Main Goals of Cloud Security

1. Confidentiality

Only authorized users can access data.

Example:

Your Gmail password protects your emails.

2. Integrity

Data should not change illegally.

Example:

Marks stored in ERP should remain correct.

3. Availability

Cloud services should always work.

Example:

Google Drive should open anytime.
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SECURITY
/ | \
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Confidentiality Integrity Availability

Working of Cloud Security

Step 1:

User sends request.

Step 2:

Authentication checks identity.

Step 3:

Authorization checks permissions.

Step 4:

Encrypted communication occurs.

Step 5:

Firewall and IDS monitor traffic.

Step 6:

Data stored securely.

Real-Life Example

ATM system:

¢ PIN = Authentication
e Bank server = Secure cloud

¢ Encryption = Secure communication



Advantages

e Protects data

¢ Prevents hacking

e Improves trust

¢ Reduces cyber attacks

¢ Ensures service availability

Disadvantages

e Expensive implementation
e Complex management

e Requires expert knowledge

Applications

e Banking

e E-commerce

e Government systems
¢ Hospital databases

¢ Online education

Important Keywords for Exam

Confidentiality
Integrity
Availability

Authentication



Authorization
Encryption
Firewall

IDS

Underline these keywords.

Conclusion

Cloud security fundamentals provide protection to cloud data, applications, and services using

authentication, encryption, and secure communication techniques.

2. VULNERABILITY ASSESSMENT TOOL
FOR CLOUD

Definition

A vulnerability assessment tool is a software tool used to identify security weaknesses and

vulnerabilities in cloud systems.

Easy Introduction

Hackers search for weak points in systems.
Organizations use vulnerability tools before hackers find these weaknesses.
These tools scan:

® servers

e applications



e networks

¢ cloud infrastructure

Why It Is Needed

Without vulnerability assessment:

X attacks increase
> data leakage occurs

2 systems become unsafe

So companies regularly test cloud security.

Working Steps
Step 1:
Tool scans cloud system.

Step 2:

Weaknesses are identified.

Step 3:

Risk level is calculated.

Step 4:

Security report is generated.

Step 5:

Administrator fixes issues.

Diagram



Cloud System
!
Vulnerability Scanner
!
Weakness Detection

!
Risk Analysis

!
Security Report

Common Vulnerability Tools

Tool Use

Nessus Vulnerability scanning
OpenVAS Open-source scanner
Nmap Network scanning
Qualys Cloud security analysis

Real-Life Analogy

Doctor checks body before disease becomes dangerous.

Same way vulnerability tools check systems before hacking occurs.

Advantages

Detects weaknesses early

Improves security

Reduces cyber attacks

Protects cloud systems



Disadvantages

¢ False alarms possible
¢ Requires regular updates

¢ Advanced tools are costly

Applications

Banking security

Cloud auditing

Enterprise security

Government systems

Important Keywords

Vulnerability Scanning
Risk Analysis
Security Audit

Threat Detection

Conclusion

Vulnerability assessment tools help organizations identify and fix cloud security weaknesses

before attackers exploit them.

3. PRIVACY AND SECURITY IN CLOUD



Definition

Privacy and security in cloud computing refer to protecting user data, identity, and cloud

resources from unauthorized access and attacks.

Easy Introduction

Cloud stores personal and business data online.
This creates privacy concerns because:

e anyone may try to access data
¢ hackers may steal information

¢ cloud providers manage user data

So privacy protection becomes essential.

Main Privacy Issues

Issue Meaning

Data Leakage Unauthorized access
Data Loss Data gets deleted
Insider Attack Employee misuse
Unauthorized Access Illegal entry

Data Sharing Improper data use

Cloud Security Architecture

Definition



Cloud security architecture is the complete framework of security technologies used to protect

cloud systems.

Diagram
Users
!
Authentication Layer
!
Firewall / IDS
!
Application Security
!
Encrypted Database
!

Cloud Storage

Components of Security Architecture

Component Work

Firewall Blocks unauthorized access
IDS Detects attacks

Encryption Protects data
Authentication Verifies users

Access Control Restricts permissions

General Security Issues in Cloud



1. Data Breach

Sensitive data gets leaked.

2. Weak Authentication

Weak passwords increase attacks.

3. Malware Attacks

Virus attacks cloud systems.

4. Account Hijacking

Hackers steal accounts.

5. Insider Threats

Employees misuse data.

Advantages of Security Architecture

Better security

Safe communication

Data protection

Reduced hacking



Disadvantages

¢ Expensive setup
¢ Complex maintenance

¢ Performance overhead

Applications

¢ Secure banking cloud
¢ Government cloud systems

¢ Online business platforms

Important Keywords

Data Privacy
Cloud Architecture
Encryption

IDS

Firewall

Authentication

Conclusion

Privacy and security are essential in cloud systems because cloud stores highly sensitive

information over the internet.

4. TRUSTED CLOUD COMPUTING



Definition

Trusted cloud computing means creating cloud systems that users can trust for secure data storage

and processing.

Easy Introduction

Users store important data in cloud.
They must trust that:

"4 data is secure
{74 provider is reliable

"4 information is not misused

Trusted cloud computing ensures this trust.

Main Features

e Secure access

e Trusted hardware

e Trusted software

e Secure communication

e User privacy

Working

Step 1:

Trusted platform verifies system.



Step 2:

User authentication occurs.

Step 3:

Encrypted communication starts.

Step 4:

Secure processing occurs.

Diagram

User
l

Trusted Authentication
l

Secure Cloud Platform
!

Encrypted Storage

Advantages

User trust increases

Better privacy

Improved security

Reliable cloud services

Disadvantages

e Complex implementation

e Expensive hardware



Applications

Banking

Military systems

Healthcare

e Government cloud

Important Keywords

Trusted Platform
Secure Execution
Trusted Computing

Encrypted Processing

Conclusion

Trusted cloud computing ensures secure and reliable cloud services using trusted hardware and

software mechanisms.

5. VIRTUALIZATION SECURITY
MANAGEMENT & VIRTUAL THREATS

Definition

Virtualization security management protects virtual machines, hypervisors, and virtual

infrastructure from attacks and threats.



Easy Introduction

Virtualization allows many virtual machines (VMSs) to run on one physical computer.

If one VM gets attacked,

other VMs may also become unsafe.

So virtualization security is important.

Types of Virtual Threats

Threat Meaning

VM Escape VM attacks host system
VM Sprawl Too many unmanaged VMs
Hypervisor Attack Attack on hypervisor
Malware Injection Virus inserted into VM
Data Leakage VM data stolen

VM Escape Diagram

Virtual Machine
!
Break Security Boundary

l

Access Host System

Working of Attack



Step 1:
Attacker infects VM.

Step 2:

Malicious code targets hypervisor.

Step 3:
Other VMs become affected.

Step 4:

Host system compromised.

Real-Life Analogy

One infected student in hostel spreads disease to others.

Same way one infected VM can affect many VMs.

Advantages of Virtualization Security

Protects VMs

Reduces attacks

e Improves isolation

Secure cloud infrastructure

Disadvantages

e Complex management

¢ High monitoring required



Applications

e Data centers
e Enterprise clouds

e Virtual servers

Important Keywords

Hypervisor Security
VM Isolation
VM Escape

Virtual Threats

Conclusion

Virtualization security management protects virtual environments from malware, VM escape, and

hypervisor attacks.

6. VM SECURITY RECOMMENDATIONS
Definition

VM security recommendations are best practices used to secure virtual machines and

virtualization environments.

Security Recommendations



1. Keep VM Updated

Install latest security patches.

2. Use Strong Authentication

Use strong passwords and MFA.

3. Limit VM Access

Only authorized users should access VM.

4. Encrypt VM Data

Protect stored information.

5. Monitor VM Activity

Detect suspicious behavior.

Diagram

Strong Password

l

Firewall
l

Encryption



l

Monitoring

l

Secure VM

Advantages

e Better VM protection
¢ Reduced attacks

e Improved privacy

Disadvantages

¢ Continuous monitoring needed

o FExtra maintenance effort

Important Keywords

Patch Management
MFA
Encryption

Access Control

Conclusion

VM security recommendations improve protection of virtual machines using updates, monitoring,

and encryption.



7. VM-SPECIFIC SECURITY
TECHNIQUES

Definition

VM-specific security techniques are specialized methods used to secure virtual machines.

Main Techniques

Technique Purpose

VM Isolation Separate VMs
Snapshot Security Backup VM states
Sandboxing Safe execution
VM Monitoring Detect attacks
Encryption Secure data

Working

Step 1:

VMs isolated from each other.

Step 2:

Monitoring tools check activities.

Step 3:

Suspicious activity detected.

Step 4:
Attack blocked.



Advantages

e Better VM protection
¢ Prevents attack spreading

¢ Improves reliability

Disadvantages

e More resource usage

¢ Complex management

Applications

¢ Cloud data centers
¢ Enterprise virtualization

e Banking systems

Important Keywords

Sandboxing
Isolation
Snapshot

VM Monitoring

Conclusion

VM-specific security techniques provide advanced protection to virtual environments and cloud

systems.



8. SECURE EXECUTION
ENVIRONMENTS AND
COMMUNICATIONS IN CLOUD

Definition

Secure execution environments protect applications and communications during cloud processing.

Easy Introduction

Cloud data travels through internet.
Attackers may:

¢ intercept communication
¢ modify data

¢ steal information

Secure communication prevents this.

Main Security Methods

Method Purpose

SSL/TLS Secure communication
Encryption Protect data

VPN Secure remote access

Secure APIs Safe communication



Working

Step 1:

User sends request.

Step 2:

SSL/TLS encrypts communication.

Step 3:

Cloud securely processes data.

Step 4:

Encrypted response returned.

Diagram

User
|

Encrypted Communication

l

Secure Cloud Server

|
Protected Data

Real-Life Example

Sending money in sealed envelope instead of open paper.

Encryption works similarly.



Advantages

Secure communication

Prevents eavesdropping

Protects privacy

e Secure remote access

Disadvantages

¢ Slight performance overhead

¢ Complex key management

Applications

Online banking

Cloud storage

E-commerce

¢ (Government communication

Important Keywords

SSL/TLS
VPN
Encryption

Secure Communication

Conclusion



Secure execution environments and communication techniques protect cloud applications and

data from interception and attacks.

@, MOST IMPORTANT TOPICS

Cloud Security Fundamentals
Virtualization Security

VM Threats

Trusted Cloud Computing
Cloud Security Architecture
Secure Communication in Cloud

Vulnerability Assessment Tools

MOST IMPORTANT 7-MARK
QUESTIONS

1. Explain cloud security fundamentals.

2. Explain vulnerability assessment tools.
3. Explain cloud security architecture.

4. Explain trusted cloud computing.

5. Explain virtualization threats.

6. Explain VM security recommendations.
7. Explain secure communication in cloud.

8. Explain VM-specific security techniques.

MOST IMPORTANT 14-MARK
QUESTIONS



1. Explain privacy and security issues in cloud computing.

2. Explain cloud security architecture with diagram.

3. Explain virtualization security management and virtual threats.

4. Explain trusted cloud computing with applications.

5. Explain secure execution environments and communication security in cloud.

6. Explain VM-specific security techniques with examples.

@& PYQ-BASED EXPECTED QUESTIONS

Very High Probability

v’ Cloud Security Architecture
v/ Virtualization Security

v/ VM Threats

v Trusted Cloud Computing

High Probability

v/ Secure Communication
v/ VM Security Recommendations

v’ Privacy Issues in Cloud

Medium Probability

v/ Vulnerability Assessment Tools

v VM-Specific Security Techniques

ONE-NIGHT REVISION NOTES



CIA Triad

— (onfidentiality
— Integrity

— Availability

Vulnerability Tool

— Finds security weaknesses

Trusted Cloud

— Reliable + Secure cloud

VM Escape
— VM attacks host system

SSL/TLS

— Secure communication

VPN

— Secure remote connection

Hypervisor

— Controls virtual machines

- MEMORY TRICKS

CIA Triad

C = Confidentiality
= Integrity
A = Availability



VM Security

Update + Encrypt + Monitor

= Secure VM

Secure Communication

SSL = Safe Secure Link

s SMART STUDY PLAN

) 2-Hour Revision Strategy

Time Topic

30 min Cloud Security Fundamentals
30 min Security Architecture

30 min Virtualization & VM Threats
30 min Secure Communication

) 5-Hour Preparation Strategy

Time Topic

1hr Cloud Security Fundamentals



Time Topic

1hr Privacy & Security

1hr Virtualization Security

1 hr Trusted Cloud & VM Security
1 hr Revision + Diagrams

ONE-NIGHT PREPARATION PLAN

Priority Order:

1. Cloud Security Architecture
2. Virtualization Security

3. VM Threats

4. Trusted Cloud

5. Secure Communication

‘,f TOPPER ANSWER WRITING TIPS

1. Start With Definition

Always begin with proper definition.

2. Draw Diagrams

Draw:

e Security architecture
e VM attack diagram

e Secure communication flow



Even simple diagrams increase marks.

3. Underline Keywords

Underline;

¢ Confidentiality
¢ Integrity

¢ Availability

e Hypervisor

e Encryption

¢ Authentication
e Virtualization

e SSL/TLS

4. Fill Pages Smartly

Use this format:

Definition
Introduction
Need

Diagram
Working
Advantages
Disadvantages
Applications

Conclusion

@ FINAL EXAM STRATEGY



If exam is tomorrow and time is less:
Read these FIRST:

"4 Cloud Security Fundamentals
(74 Security Architecture

4 VM Threats

{74 Virtualization Security

_] Secure Communication

These topics alone can help you score very good marks in Unit—4.



