UNIT-5 : Blockchain Application

Development [Detailed Notes In Easy Way]

Introduction to Blockchain Application

Development

Definition

Blockchain application development means creating blockchain-based applications using

platforms like:

Hyperledger Fabric

Ethereum
e Ripple
¢ Corda

These platforms help developers build:
"4 Smart contracts
{74 Secure applications

"4 Enterprise blockchain systems

Easy Explanation

Blockchain applications are software programs that:

e Store data securely
e Use smart contracts

e Work without central authority

Example:



e Banking applications
¢ Supply chain systems

¢ Digital identity systems

Hyperledger Fabric Architecture

Definition

Hyperledger Fabric is a permissioned blockchain platform developed by Linux Foundation for

enterprise applications.

Easy Explanation

Unlike Bitcoin:

e Hyperledger Fabric is private
¢ Only authorized users can join

¢ Designed for companies and organizations

Components of Hyperledger Fabric

Architecture
Component Work
Peer Node Stores ledger and validates transactions
Orderer Node Maintains transaction order
Channel Private communication group
Chaincode Smart contract in Fabric
Ledger Stores blockchain data

CA (Certificate Authority) Provides identity certificates



Architecture Diagram

(lient
!

Peer Nodes < Orderer

l

Ledger + Smart Contracts

Working of Hyperledger Fabric

1. Client sends transaction request.

2. Peer nodes simulate transaction.

3. Endorsement policy checks approval.
4. Orderer arranges transactions.

5. Block created.

6. Transaction validated.

7. Ledger updated.

Advantages

High scalability

Permission-based access

Fast transaction processing

Better privacy

Disadvantages

e Complex setup



¢ Requires technical knowledge

Applications

Banking

Supply chain

Healthcare

Trade finance

Conclusion

Hyperledger Fabric is widely used for enterprise blockchain because of privacy and high

performance.

Identities and Policies in Hyperledger

Fabric

Definition

Identities are digital certificates used to identify users and organizations in Hyperledger Fabric.

Policies are rules that define what actions users can perform.

Easy Explanation

Every user in Fabric gets:

¢ Unique identity



e Permission rules
Like:

¢ Student ID card in college

Types of Policies

Policy
Endorsement Policy
Access Policy

Admin Policy

Working

1. User identity created.
2. Digital certificate assigned.

3. Policies define permissions.

Purpose
Defines who approves transaction
Defines user permissions

Defines admin controls

4. Transactions checked against policy.

Diagram

User Identity
!

Certificate Authority
!

Policy Verification

l

Transaction Approval



Advantages

¢ Better security
e Controlled access

¢ Strong authentication

Disadvantages

¢ Policy management complexity

Applications

o Enterprise security
e Banking systems

¢ Organizational blockchain

Conclusion

Identities and policies improve security and access control in Hyperledger Fabric.

Membership and Access Control

Definition

Membership and access control decide who can join blockchain network and what operations they

can perform.



Easy Explanation

Not every user gets same permissions.
Example:

¢ Admin can manage network

e User can only perform transactions

Working

1. User requests access.
2. Identity verified.
3. Role assigned.

4. Permissions granted.

Diagram

User

l
Authentication
l
Role Assignment

l

Access Permission

Advantages

e Secure network



¢ Better privacy

e Controlled participation

Disadvantages

¢ Complex management

Applications

¢ Enterprise blockchain
e Banking

e Healthcare

Conclusion

Access control ensures only authorized users participate in blockchain network.

Channels in Hyperledger Fabric

Definition

Channels are private communication pathways between specific organizations in Hyperledger

Fabric.

Easy Explanation

Different companies may not want to share all data publicly.



Channels allow:

e Private transactions

e Separate ledgers

Example

Suppose:

¢ Bank A and Bank B want private transaction

e Other organizations cannot view data

Diagram

Organization A < Channel < Organization B

Advantages

¢ Data privacy
e Secure communication

o Separate transaction records

Disadvantages

¢ Channel management complexity



Applications
¢ Banking

e Trade finance

¢ Supply chain

Conclusion

Channels provide privacy and secure communication in enterprise blockchain.

Transaction Validation in Hyperledger

Fabric

Definition

Transaction validation checks whether a transaction follows all endorsement policies and

blockchain rules.

Easy Explanation

Before adding transaction:

e Fabric checks validity
e Verifies signatures

e Checks policy compliance

Validation Process



1. Transaction proposal created.
2. Peer endorses transaction.
3. Orderer creates block.
4. Validation phase checks:
o Signature
o Endorsement
o Version conflicts

5. Valid transaction added.

Diagram

Transaction
!

Endorsement

l
Ordering

!

Validation
!
Ledger Update

Advantages

¢ Prevents fraud
e Maintains consistency

e Secure transactions

Disadvantages



¢ Additional processing overhead

Conclusion

Transaction validation ensures only correct transactions are added to blockchain.

Writing Smart Contract using

Hyperledger Fabric

Definition

Smart contract in Hyperledger Fabric is called Chaincode.

It defines business logic executed automatically.

Easy Explanation

Chaincode works like:
e Automatic rule system
Example:

¢ Automatically transfer ownership after payment.

Working

1. Developer writes chaincode.

2. Chaincode deployed on peer nodes.



3. User sends transaction request.
4. Chaincode executes logic.

5. Ledger updated.

Diagram

User Request
!

Chaincode Execution

l

Transaction Validation

!
Ledger Update

Example

IF payment successful

THEN transfer product ownership

Advantages

e Automation
¢ ‘Transparency

¢ Reduced human errors



Disadvantages

¢ Coding errors can cause issues

Applications

e Banking
e Insurance

¢ Trade systems

Conclusion

Hyperledger smart contracts automate enterprise business operations securely.

Writing Smart Contract using Ethereum

Definition

Ethereum smart contracts are self-executing programs written mainly in Solidity language.

Easy Explanation

Ethereum smart contract automatically executes conditions without middleman.

Solidity Example



if(payment == true)
{

transferOwnership();

}

Working

1. Smart contract written in Solidity.

2. Deployed on Ethereum blockchain.

3. User interacts with contract.

4. Ethereum Virtual Machine executes code.

5. Blockchain stores result.

Diagram

User
!

Ethereum Smart Contract
!

EVM Execution

l
Blockchain Update

Advantages

e Decentralized automation

¢ ‘Transparent execution



e Trustless system

Disadvantages

e Gas fees

e Smart contract bugs

Applications

e NFTs
e DeFi
¢ Voting systems

¢ Crowdfunding

Conclusion

Ethereum smart contracts enable decentralized application development.

Overview of Ripple

Definition

Ripple is a blockchain-based digital payment network mainly designed for fast international

money transfer.

Easy Explanation



Ripple focuses on:

e Banking
¢ Cross-border payments

¢ Fast currency exchange

Features

Feature

Fast Transaction
Low Cost
RippleNet

XRP Currency

Diagram

Bank A — Ripple Network — Bank B

Advantages

¢ Fast international payments
¢ Low transaction cost

¢ Bank-friendly

Disadvantages

e More centralized than Bitcoin

Description

Few seconds

Small transaction fees
Global payment network

Native digital currency



Applications

¢ Banking
¢ Remittance

¢ Currency exchange

Conclusion

Ripple improves global financial transactions with fast and low-cost payment systems.

Overview of Corda

Definition

Corda is a blockchain platform designed mainly for businesses and financial institutions.

Easy Explanation

Unlike public blockchain:

¢ (Corda shares data only with involved parties

¢ Focuses on privacy and legal agreements

Features

Feature Description

Permissioned Network Authorized participants



Feature

Privacy Focused

Smart Contracts

Notary Service

Diagram

Business A < Corda Network < Business B

Advantages

e High privacy

¢ Enterprise friendly

o FEfficient transactions

Disadvantages

¢ Limited decentralization

Applications

Banking
Insurance
Trade finance

Legal contracts

Description
Limited data sharing
Automated agreements

Prevents double spending



Conclusion

Corda is suitable for enterprise applications requiring privacy and secure agreements.

¥ MOST IMPORTANT QUESTIONS

7-Mark Questions

. Explain Hyperledger Fabric Architecture.

. Explain identities and policies in Hyperledger Fabric.
. Explain membership and access control.

. Explain channels in Hyperledger Fabric.

. Explain transaction validation process.

. Explain smart contract using Hyperledger Fabric.

. Explain Ethereum smart contracts.

. Explain Ripple.
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. Explain Corda.

14-Mark Questions

. Explain Hyperledger Fabric Architecture with diagram.

. Explain transaction flow in Hyperledger Fabric.

. Explain identities, policies and access control.

. Explain smart contracts in Hyperledger Fabric and Ethereum.
. Compare Ethereum and Hyperledger Fabric.

. Explain Ripple and Corda with applications.
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. Explain channels and transaction validation.



@& PYQ-Based Expected Questions

Very Important

Hyperledger Fabric Architecture

Smart Contracts

Transaction Validation

Channels

Ethereum Smart Contract

High Probability

Identities and Policies

Membership and Access Control

Ripple
Corda

Medium Probability

¢ Comparison of Fabric and Ethereum

One-Night Revision Notes

Topic Keyword

Hyperledger Fabric Permissioned Blockchain
Chaincode Smart Contract

Channels Private Communication
Ripple Fast International Payment
Corda Enterprise Privacy
Ethereum Smart Contract Platform

«* Smart Study Plan



First Priority

(4 Hyperledger Fabric Architecture
"4 Transaction Validation

J Smart Contracts

"4 Ethereum

Second Priority

4 Channels
174 Identities and Policies
"4 Membership and Access Control

L.ast Revision
"4 Ripple

"4 Corda

-~ Memory Tricks

Hyperledger Fabric

Private + Permissioned + Enterprise

Ethereum



Public Blockchain + Smart Contracts

Ripple

Fast International Payments

Corda

Enterprise Privacy Network

@ Final Exam Writing Strategy

For every answer write:

Definition
!
Need
!
Diagram
!
Working
!
Advantages

l



Applications
!

Conclusion

This structure:
(74 Improves presentation
"4 Increases answer length

{74 Helps score maximum marks in RGPV exams



