
UNIT–3 DETAILED EASY NOTES :

Understanding Blockchain for Enterprises

⭐ Introduction to Enterprise Blockchain

Definition

Enterprise Blockchain is a blockchain system used by companies and organizations for secure,

controlled and efficient business operations.

Unlike public blockchain:

Only authorized users can join

Access is controlled

Transactions are faster

Easy Explanation

Public blockchain like Bitcoin is open for everyone.

But companies:

Do not want public access

Need privacy

Need fast transactions

So they use Permissioned Blockchain.

Real-Life Example

Suppose a bank wants blockchain for:



Customer transactions

Loan records

Secure data sharing

The bank cannot allow everyone to access data.

So it creates a private/permissioned blockchain.

⭐ Permissioned Blockchain

Definition

Permissioned blockchain is a blockchain where only authorized users can access, verify and

participate in the network.

Easy Explanation

In public blockchain:

Anyone can join.

In permissioned blockchain:

Permission is required.

Only approved users can:

Read data

Write data

Validate transactions

Diagram

 



User Request

      ↓

Permission Check

      ↓

Authorized User

      ↓

Access Blockchain

 

Features of Permissioned Blockchain

Feature Explanation

Restricted Access Only approved users allowed

High Speed Faster transactions

Better Privacy Data visibility controlled

Controlled Consensus Selected validators

Enterprise Friendly Suitable for companies

Advantages

Better privacy

Fast transaction processing

Low energy consumption

More control

Suitable for enterprises

Disadvantages

Less decentralized

Requires trust in organization

Limited transparency



Applications

Banking

Healthcare

Supply chain

Insurance

Government systems

Conclusion

Permissioned blockchain is ideal for enterprises because it provides security, privacy and faster

operations.

⭐ Permissioned Model and Use Cases

Permissioned Model

Definition

Permissioned model is a blockchain architecture where participants are identified and authorized

before joining network.

Easy Explanation

It works like:

Company employee login system

Only registered users can enter

Types of Permission



Permission Type Meaning

Read Permission Can view data

Write Permission Can add transactions

Validation Permission Can verify blocks

Use Cases of Permissioned Blockchain

1. Banking

Secure transactions

Loan management

Fraud detection

2. Supply Chain

Product tracking

Shipment monitoring

3. Healthcare

Patient record sharing

Secure medical history

4. Government

Digital identity

Land records

5. Education



Certificate verification

Diagram

 

Organization

     ↓

Authorized Users

     ↓

Permissioned Blockchain

     ↓

Secure Data Sharing

 

Conclusion

Permissioned blockchain improves business security and data management.

⭐ Design Issues for Permissioned

Blockchain

Definition

Design issues are challenges faced while building permissioned blockchain systems.

Major Design Issues

Design Issue Explanation

Access Control Who can join network



Design Issue Explanation

Consensus Selection Which consensus mechanism to use

Data Privacy How to secure sensitive data

Scalability Handling many transactions

Performance Fast processing

Governance Network management rules

Easy Explanation

Companies need blockchain that is:

Fast

Secure

Private

Easy to manage

Designing all these together is difficult.

Example

A hospital blockchain must:

Protect patient data

Allow doctors to access records

Process data quickly

Conclusion

Proper blockchain design is important for enterprise performance and security.

⭐ Execute Contracts



Definition

Execute contracts means automatically running smart contract rules inside blockchain.

Easy Explanation

Smart contracts execute automatically when conditions become true.

Example

 

IF payment received

THEN product shipped automatically

 

Working

1. Contract rules stored in blockchain

2. Event occurs

3. Contract checks conditions

4. Action executed automatically

Advantages

No middleman

Fast execution

Less fraud

Automatic processing

Applications



Insurance claim processing

Online payments

Supply chain automation

Conclusion

Smart contract execution automates business operations efficiently.

⭐ State Machine Replication

Definition

State Machine Replication means copying same state and operations across multiple

servers/nodes.

Easy Explanation

All nodes perform same operations in same order so every node stores same data.

Real-Life Example

Suppose:

Bank has 5 servers

Every server updates account balance together

This ensures same data everywhere.

Diagram

 



Input Transaction

       ↓

Node 1 → Same Result

Node 2 → Same Result

Node 3 → Same Result

 

Advantages

Fault tolerance

Data consistency

High reliability

Disadvantages

Complex synchronization

Communication overhead

Conclusion

State machine replication ensures all blockchain nodes remain synchronized.

⭐ Consensus Models for Permissioned

Blockchain

Introduction

Permissioned blockchains use lightweight consensus because:

Participants are trusted



No need for heavy mining

Types of Consensus Models

Consensus Model Purpose

Paxos Agreement in distributed systems

RAFT Simplified consensus

BFT Handles malicious nodes

⭐ Distributed Consensus in Closed

Environment

Definition

Distributed consensus in closed environment means agreement among authorized known

participants.

Easy Explanation

Unlike Bitcoin:

Unknown users are not allowed

Only trusted nodes participate

Thus consensus becomes faster.

Advantages

Fast processing

Less energy consumption



Better efficiency

Conclusion

Closed consensus is suitable for enterprise blockchains.

⭐ Paxos Algorithm

Definition

Paxos is a distributed consensus algorithm used to achieve agreement among nodes.

Easy Explanation

Paxos helps multiple computers agree on one value even if some nodes fail.

Components of Paxos

Component Role

Proposer Suggests value

Acceptor Accepts value

Learner Learns final decision

Working Steps

1. Proposer sends proposal

2. Acceptors vote

3. Majority approval needed

4. Learners receive final decision



Diagram

 

Proposer

    ↓

Acceptors

    ↓

Majority Agreement

    ↓

Learners

 

Advantages

Fault tolerant

Reliable consensus

Disadvantages

Complex algorithm

Difficult implementation

Conclusion

Paxos provides reliable distributed agreement in enterprise systems.

⭐ RAFT Consensus Algorithm

Definition

RAFT is a consensus algorithm designed to be simpler and easier than Paxos.



Easy Explanation

RAFT elects one leader node to manage consensus.

Components

Component Role

Leader Controls log replication

Followers Follow leader

Candidate Competes for leadership

Working

1. Leader receives requests

2. Leader sends logs to followers

3. Followers replicate data

4. Majority confirms update

Diagram
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Advantages

Easy to understand

Faster implementation



Reliable replication

Disadvantages

Leader failure affects performance temporarily

Conclusion

RAFT is widely used because of its simplicity and efficiency.

⭐ Byzantine General Problem

Definition

Byzantine General Problem describes difficulty in achieving trust among distributed systems

when some nodes may behave maliciously.

Easy Explanation

Suppose generals attack together only if all agree.

Problem:

Some generals may send false messages.

Similarly:

Some blockchain nodes may behave dishonestly.

Diagram

 



General A ↔ General B ↔ General C

      (One may send false information)

 

Why It Is Important

Blockchain must:

Detect malicious nodes

Achieve correct agreement

Conclusion

Byzantine problem explains challenges of trust in distributed systems.

⭐ Byzantine Fault Tolerant (BFT) System

Definition

A Byzantine Fault Tolerant system can continue working correctly even if some nodes behave

maliciously.

Easy Explanation

Even if few nodes lie or fail:

System still works correctly

Features

Fault tolerance



Malicious node handling

Reliable agreement

Advantages

Strong security

High reliability

Disadvantages

Complex communication

High overhead for large networks

Conclusion

BFT systems improve blockchain reliability and trust.

⭐ Lamport-Shostak-Pease BFT Algorithm

Definition

Lamport-Shostak-Pease algorithm solves Byzantine agreement problem using message exchange

among nodes.

Easy Explanation

Nodes repeatedly exchange messages and decide majority value.

Working



1. Commander sends message

2. Lieutenants forward messages

3. Nodes compare received values

4. Majority decision accepted

Diagram

 

Commander

   ↓

Lieutenants

   ↓

Message Exchange

   ↓

Majority Decision

 

Advantages

Handles malicious nodes

Reliable consensus

Disadvantages

Large communication overhead

Conclusion

This algorithm forms foundation of Byzantine fault tolerance.

⭐ BFT over Asynchronous Systems



Definition

BFT over asynchronous systems means Byzantine fault tolerance in systems without fixed

communication timing.

Easy Explanation

Messages may arrive:

Late

Out of order

With delay

Still system must achieve consensus.

Challenges

No fixed timing

Network delays

Faulty nodes

Advantages

Works in real-world networks

Better flexibility

Disadvantages

Difficult implementation

More communication complexity



Conclusion

Asynchronous BFT systems improve fault tolerance in practical distributed environments.

🔥 MOST IMPORTANT QUESTIONS

⭐ 7-Mark Questions

1. Explain Permissioned Blockchain.

2. Explain use cases of permissioned blockchain.

3. Explain design issues for permissioned blockchain.

4. Explain State Machine Replication.

5. Explain Distributed Consensus in closed environment.

6. Explain Paxos Algorithm.

7. Explain RAFT Consensus.

8. Explain Byzantine General Problem.

9. Explain Byzantine Fault Tolerant System.

10. Explain Lamport-Shostak-Pease Algorithm.

⭐ 14-Mark Questions

1. Explain permissioned blockchain with applications.

2. Explain consensus models for permissioned blockchain.

3. Explain Paxos and RAFT consensus algorithms.

4. Explain Byzantine General Problem and BFT system.

5. Explain Lamport-Shostak-Pease Algorithm in detail.

6. Explain state machine replication with diagram.

7. Compare public blockchain and permissioned blockchain.

8. Explain BFT over asynchronous systems.



🎯 PYQ-Based Expected Questions

⭐ Very Important

Permissioned Blockchain

Paxos Algorithm

RAFT Consensus

Byzantine General Problem

BFT System

⭐ High Probability

State Machine Replication

Design Issues

Consensus in Closed Environment

⭐ Medium Probability

Lamport-Shostak-Pease Algorithm

BFT over Asynchronous Systems

⚡ One-Night Revision Notes

Topic Keyword

Permissioned Blockchain Authorized Access

Paxos Distributed Agreement

RAFT Leader-based Consensus

Byzantine Problem Malicious Nodes

BFT Fault Tolerance

State Replication Same Data Everywhere

📌 Smart Study Plan



First Priority

✅ Permissioned Blockchain

✅ Paxos

✅ RAFT

✅ Byzantine Problem

Second Priority

✅ BFT System

✅ State Machine Replication

✅ Design Issues

Last Revision

✅ Lamport Algorithm

✅ Asynchronous BFT

🧠 Memory Tricks

RAFT

 

Leader Controls Everything

 

Paxos



 

Proposal → Voting → Agreement

 

Byzantine Problem

 

Some Nodes Lie → System Must Still Work

 

BFT

 

Faulty Nodes Present → Correct Decision Still Possible

 

🎯 Final Exam Writing Tip

Always write:

 

Definition

↓

Diagram

↓

Working

↓

Advantages

↓

Applications



↓

Conclusion

 

This structure gives:

✅ Long answers

✅ Better presentation

✅ Higher marks in RGPV exams

 

 

 


