UNIT-1 : Introduction to Blockchain

Technology

Introduction to Blockchain

Definition
Blockchain is a distributed digital ledger technology that stores data in the form of blocks
connected together in a chain.

Each block contains:

e Data
e Hash value

e Previous block hash
This makes blockchain;

e Secure

e ‘Transparent

Tamper-proof

Decentralized

Easy Explanation

Suppose there is a notebook shared among thousands of people.
Whenever a new transaction happens:

e Everyone gets updated
¢ Nobody can secretly change records

¢ Old records remain permanent



This shared notebook is called a Blockchain Ledger.

Real-Life Example

Imagine Google Docs:

e Many people can see updates together.

¢ No single person controls everything.

Blockchain works similarly but with strong security and cryptography.

¢\, Characteristics of Blockchain

Feature Meaning

Decentralization No central authority

Transparency Everyone can verify transactions
Immutability Data cannot be changed easily
Security Uses cryptography

Distributed Ledger Data copied across many computers

Overview of Blockchain

Definition

Blockchain is a chain of blocks where each block stores transaction data securely using

cryptography.

Structure of Blockchain



Block 1 ----> Block 2 ----> Block 3 ----> Block 4

Each block contains:

Transactions

Timestamp
Previous block hash

Current block hash

Why Blockchain is Needed

Traditional systems have:

¢ Central authority
e High chances of fraud

¢ Single point failure
Blockchain solves:

¢ Double spending
e Data tampering

e Trust issues

Public Ledgers

Definition

A public ledger is a record book where all transactions are visible to everyone.

Easy Explanation

In blockchain;



e Every participant has a copy of ledger

¢ All transactions are publicly verified

Nobody can secretly change records.

Example

Bitcoin transaction records are visible publicly.

Advantages

e ‘Transparency
e Trust

¢ Easy verification

Disadvantages

e Privacy concerns

e Large storage requirement

Bitcoin
Definition

Bitcoin is the first decentralized digital cryptocurrency introduced by Satoshi Nakamoto in 2008.

Easy Explanation

Bitcoin allows people to:

¢ Send money online



e Without bank

e Securely using blockchain

Features of Bitcoin

Feature
Decentralized
Peer-to-Peer
Secure

Transparent

Working of Bitcoin

1. User requests transaction

2. Transaction broadcast to network

3. Nodes verify transaction

4. Transaction added to block
5. Block added to blockchain

Diagram

Description

No bank control
Direct transfer
Cryptographic security

Public transactions

User A ----> Bitcoin Network ----> User B

(Verification)

Advantages

¢ Fast international transfer
¢ No middleman

e Secure



Disadvantages

¢ Price volatility
¢ Illegal use possibility

e High energy consumption

Applications
e Digital payments

¢ International transfer

e Investment

Conclusion

Bitcoin introduced the real-world use of blockchain technology.

Smart Contracts

Definition

A smart contract is a self-executing digital contract where terms are automatically executed when
conditions are met.

Easy Explanation

It works like:

“If condition is true — automatically perform action.”

No third party needed.



Example

Online ticket booking:
e Payment successful

o Ticket automatically generated

Diagram

Condition Met ---> Smart Contract Executes ---> Output

Advantages

No middleman

Fast execution

Low cost

High security

Disadvantages

¢ Coding bugs
¢ Difficult to modify

Applications

Banking

Insurance

Supply chain

Voting systems



Conclusion

Smart contracts automate trust between parties.

Block in a Blockchain

Definition

A block is a storage unit in blockchain that contains transaction data.

Components of Block

Component Description

Data Transaction information

Nonce Random value

Hash Unique identity

Previous Hash Link to previous block
Diagram

| Previous Hash

I
| Transaction Data |
| Nonce |

I

| Current Hash

Important Point



Changing one block changes all following hashes.

Thus blockchain becomes tamper-resistant.

Transactions

Definition

A blockchain transaction is transfer of digital assets or information from one participant to
another.

Transaction Process

1. User initiates transaction
2. Transaction broadcasted
3. Nodes verify

4. Added into block

5. Block added to chain

Example

A sends Bitcoin to B.

Transaction Properties

e Secure

Verified

Immutable

Transparent



Distributed Consensus

Definition

Distributed consensus is the process where all network nodes agree on one common data value.

Easy Explanation

Before adding block:

e Majority of nodes must agree

e This agreement is called consensus

Types of Consensus

Method Description

Proof of Work (PoW) Solve mathematical puzzle

Proof of Stake (PoS) Based on coin ownership
Advantages

e Prevents fraud

e Ensures trust

Disadvantages

¢ Energy consumption

¢ Slower process



Public vs Private Blockchain

Feature Public Blockchain Private Blockchain

Access Anyone Limited users

Transparency High Medium

Speed Slower Faster

Security Very high Controlled

Example Bitcoin Hyperledger
Public Blockchain

¢ Open for everyone

¢ Fully decentralized

Example

Bitcoin, Ethereum

Private Blockchain

¢ Controlled by organization

e Permission required

Example

Banking blockchain

Understanding Cryptocurrency to

Blockchain



Definition

Cryptocurrency is digital currency that works using blockchain technology.

Relationship

Blockchain = Technology

Cryptocurrency = Application of Blockchain

Example
Cryptocurrency Blockchain Used
Bitcoin Bitcoin Blockchain
Ether Ethereum Blockchain

Permissioned Blockchain Model

Definition

A permissioned blockchain allows only authorized users to access the network.

Features

e Controlled access
¢ Better privacy

e Faster transactions



Example

Company internal blockchain system

Advantages

¢ High efficiency

e Better control

Disadvantages

e Less decentralized

Security Aspects of Blockchain

Major Security Features

Security Aspect Description
Cryptography Protects data
Hashing Detects tampering
Digital Signature Authentication
Consensus Prevents fraud

Attacks on Blockchain

e 51% attack
¢ Double spending
e Sybil attack



UNIT-1 PART-2 : Basic Crypto Primitives

Cryptographic Hash Function

Definition

A hash function converts input data into fixed-size unique output called hash.

Easy Explanation

It works like a digital fingerprint.

Even small input change produces totally different output.

Example

Input: HELLO
Hash: A45F89X...

Properties of Hash Function

Property
Deterministic

Fast Computation
Fixed Length
Collision Resistant

One-way Function

Meaning

Same input — same output
Quick generation

Output size fixed

Difficult to find same hash

Cannot reverse input



Hash Pointer

Definition

A hash pointer stores:

e Address of data
e Hash of data

Advantage

If data changes:

e Hash changes

¢ Tampering detected easily

Merkle Tree

Definition

Merkle tree is a binary tree structure used to efficiently verify blockchain transactions.

Diagram
Root Hash
/ \
Hash12 Hash34
/ N\ /\

Tx1 Tx2 Tx3 Tx4



Advantages

o Fast verification

¢ Efficient storage

Digital Signature

Definition

Digital signature is a cryptographic technique used for authentication and integrity.

Easy Explanation

It proves:

e Message is original

e Sender is genuine

Working

1. Sender creates signature using private key

2. Receiver verifies using public key

Diagram

Private Key ---> Signature Creation

Public Key ---> Signature Verification



Advantages

e Authentication
¢ Integrity

¢ Non-repudiation

Public Key Cryptography

Definition
Encryption system using two keys:

e Public key

e Private key

Working

Key Purpose
Public Key Encryption

Private Key Decryption

Example

RSA Algorithm

Advantages

e Secure communication

e Digital signatures



Disadvantages

¢ Slower than symmetric encryption

Basic Cryptocurrency

Definition

Digital currency secured using cryptography and blockchain.

Features

e Decentralized
e Secure

e ‘Transparent

Examples
e Bitcoin

¢ Ethereum

e Litecoin

¢y MOST IMPORTANT QUESTIONS

7-Mark Questions

1. Explain blockchain technology with features.
2. What is Bitcoin? Explain working of Bitcoin.

3. Explain smart contracts with applications.



. Differentiate public and private blockchain.

. Explain distributed consensus.

. What is Merkle tree? Explain with diagram.

. Explain cryptographic hash function and its properties.

. Explain digital signature.
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. Explain public key cryptography.

10. Explain permissioned blockchain.

14-Mark Questions

. Explain blockchain architecture and working in detail.

. Explain Bitcoin transaction process with diagram.

. Compare public, private and permissioned blockchain.

. Explain security aspects of blockchain technology.

. Explain cryptographic hash function, Merkle tree and hash pointer.
. Explain digital signatures and public key cryptography.

. Explain cryptocurrency and blockchain relationship.
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. Explain distributed consensus mechanisms.

@ PYQ-Based Expected Questions

Very Important

¢ Blockchain features

¢ Bitcoin working

e Merkle Tree

¢ Hash Function

e Public vs Private Blockchain

¢ Smart Contracts

High Probability



Distributed Consensus

Digital Signature

Security Aspects

Public Key Cryptography
Medium Probability

¢ Permissioned Blockchain
¢ Hash Pointer

e Cryptocurrency basics

One-Night Revision Notes

Remember These Keywords

Topic Keyword

Blockchain Distributed Ledger
Bitcoin Cryptocurrency

Smart Contract Self Executing

Hash Function Digital Fingerprint
Merkle Tree Transaction Verification
Digital Signature Authentication
Consensus Agreement

Public Blockchain Open Network

Private Blockchain Restricted Access

* Smart Study Plan

If Exam is Tomorrow

First 2 Hours



Study:

¢ Blockchain basics
e Bitcoin

e Smart contracts

Next 2 Hours

Study:

e Hash functions
e Merkle tree

¢ Digital signatures

Next 1 Hour

Study:

¢ Public vs private blockchain

e Consensus

Last Revision

Read:

Definitions

Advantages

Diagrams

Comparisons

@ Final Exam Writing Tips

For More Marks in RGPV



{74 Write definitions first

{74 Draw diagrams wherever possible
{74 Use headings/subheadings

(74 Write advantages & applications
"4 Underline keywords

"4 End with conclusion

Golden Shortcut Trick

Remember Blockchain Flow:

Transaction — Verification — Block — Hash — Blockchain

And Security Flow:

Hash + Signature + Consensus = Secure Blockchain



